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No. ren-Antif2025
Government of Pakistan
Ministry of Foreign Affairs
Islamabad

LL L2 1

Tender Notice

Ministry of Foreign Affairs invites sealed bids from experienced and well reputed firms
registered with Income Tax and Sales Tax authorities of Government of Pakistan for “Renewal
Endpoint Protection (Antivirus) Licenses”.

2. The Bidders should be registered on the e-Pak acquisition Disposal System (E-PADS) in
order to participate in the subject tender. Interested bidders can register themselves electronically
on E-PADS through hitps://eprocure.gov.pkéfsupplier/registration. Bidding documents,
containing detailed terms and conditions can be access through the E-PADs.

3. “SINGLE STAGE TWO ENVELOPE PROCEDURE” will be followed. Firms
should mark both the envelopes separately with the words TECHNICAL PROPOSAL and
FINANCIAL PROPOSAL, and then seal the two envelopes in a single package.

4, The tender is also available on PPRA Website as well as E-PADS.

5. Bids prepared in accordance with the instructions provided in the bidding documents,
must be submitted electronically through E-PADS only and original Bids security must be
submitted in (in hard form) through legally authorized representatives on the address given
hereunder on or before on 26™ January 2026 at 1100 hours i.e. the closing of bid time and will
be open on the same day at 1130 hours.

6. Amount of Bid Security @ 5% of the total amount of tender (one year) in favor of
Ministry of Foreign Affairs.

7. The Ministry of Foreign Affairs reserves the right to accept or reject all bids in
accordance with PPRA Rules.

S
{Ehsan Kareem)
Deputy Director (C&S)
Room No. 251, 2® Floor, SYKB,
051-90569075




Miristry of Foreign Affairs

@%ﬁ

Bidding Documents fol(;@% ewgf@\%ndpomt
Wvird ses to the

PR
Communication & Security Section @ﬁ
2nd Floor — SYKB U

Page 1 0of 16




Ministry of Fareign Affairs

Contents of Bidding Documents;
The set of Bidding Documents comprises the sections listed below:
Section | Invitation to Bid
Section I Instructions for Preparation of Bid %3
Section III Technical Specifications %Q
Section IV
Annexure-A
Annexure-B
Annexure-C
Anmnexure-D
Annexure-E
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Ministry of Forsign Affairs

SECTION1
Invitation to Bid

The Ministry of Foreign Affairs, Islamabad hereby invites sealed bids from well
repmeiexpeneneedandsoﬁwardITcompamesmdﬁmsmglsteredmﬂxhcomeTaxand

Istamabad / Rawalpindi for “Renewsl Endpoint Protection (.
participate in the Tender.

2. A completed set of bidding documents m@ lownload fm‘@g PADS webslte by an
interested eligible Bidder, The tender is also gv@b -‘_.-i; iR

AR
3. All Bids must be accompamed %“ibldbsegm'? @%ﬂ\mﬁ 5% of the total quoted

amount. -Enf

4. For bids “SINGLE S¥AGE B ¥ %OPE PROCEDURE” will be followed.
Firms should mark both the envélope ly with the words “TECHNICAL
PROPOSAL” and “FINANC]AL‘PWSAL” and then seal the two envelopes in a single

packnge. %@J

5. Bids, preparedin%mcemththeinstucﬁmproﬁdedhthebiddingdocumems,
must be submitted e sclrgh pally through ¢-FPADS only. The original bid security (in hand
form) must be submig -,',."iu ough a legally authorized representative to the address given below
on or before 26% Jhslaary 2026 at 1100 hours (closing time of bids). The bids will be opened
at 1130 homm&esm&ymmemwofhﬁmmmmm@m

who may wish to attend.

6. TheMmsﬂyofForelguAﬁ‘ausmervwmengg;maweptorgw&hdsm
accordance with PPRA Rules.
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Minigry of Foreign Affairs

SECTION I

Scope of precurement:

Ministry of Foreign Affhirs as the purchaser invites Bids for ndpoint
Protecﬁon (Antivirus) Licenses” as described in the Technical Specifi 5 §fdtihe

Eligibility to Bid:

Suppliers who are anthorizeg:sfeale
eligible to participate only if hey - ] J

T
)  Technical Bid: ﬂ‘é}

entary proof of compliance with Technical Specifications as given in
Secﬂun-l]l 3

d. Duly filled in Form of Bid as given in Annex-D (without mgptiéhing financial
data) .
e. Undertaking (Annex-E) A
f. Compliance certificate of Tm%%an@%m in Section-III
i) Financisl Bid: '
a. Duly filled in Form oflg)% %wa;w (withﬁnancial data)
b. Bid Security : : .

c. Dulyﬁ!ledm%
o

Msﬂmw' ;%'

The price quoted in the ‘%ldsshanmvandfmmepmodofmy(so)
calendar days counted from the datef submission of the bids. The purchaser may request the
suppliers to extend the periogaf validity for a specified additional period. The purchaser’s
request and the supplier’ shall be made in writing or by fax or by email. A supplier
may refuse the extensions of Bid validity in which case he may with draw his bid
mthomanype:@fy% supplier agreeing to the request will not be permitted to otherwise
modify its bid.

Bid Security for the above tender is mandatory and should be 5% of the total quoted
amount payable of the contract, in shape of demand draft/pay order in favor of Ministry o
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10.

11.

12.

14,

15.

16.

Ministry of Foreign Affairs

Foreign Affairs, Islamabad. Bid Security must be attached with the Finencial Bid, to be
submitted in a sealed cover duly marked as the "Financial Proposal” and without this no
Tender will be accepted.

of H

Audocmenmrelanngtoﬂ:emdmdcouuactshaubemthesngm%%ge

on and d: X @

The supplier shall prepare one original of & wioeuments canrising the price bid as
d&;m'bedmClauseﬂabove.Allpag&softh, *":_--‘ 3y @ bered, initialed by the
person or persons signing the bid and s W‘ i Seqled addressedtothepnrchaser
at the address provided above and not to open before the specified
time and date for bids opening as ations to Bid. If the envelope is

notsealedandmarkedasab@,&gﬁsbiq%ﬁ TheMmsuym:hgngmm

rejectallbldsasperPubthﬁiﬁn@ @
N

Place and Dezdline for submiss lll'ﬁ__j‘t

Blds,preparedmmmd@vmthemsuucumsmdedmtheblddmgdocumems,
must be submitted ehctrom]lxthronghe-PADS only. The originat bid aeeurity (in hand

at 1130 hours on,
whomaywnshfo

f Bi

OnlytheTechmeelbldsml]beopenedunu%on din
MethnCenu'eonghaShahlBlocka:theMm@“y Horel
financial bids of technically qualified 7, willBR b
conveye in advance to the bidders. No Tk
opening of tender.

the speciﬁcati perBiddingDocuments.Wheremereisadiscrepancybetweanamomns
inﬁgmandinwords.theamountinwordswﬂlgovem.Wherethereisadiscrepamybetween
the unit rate and the line item total resulting from multiplying the unit rate by the quantity, the
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17.

18,

19.

20.

Ministry of Fareign Affairs

unit rate as quoted will govern. If a supplier refuses to accept the correction, his bid will be
rejected.

In first step Technical Evaluation will be carried out. In second step financial bids of
the technically qualified firms will only be opened.

The Purchaser reserves the right to accept or reject any bid, and

of competition and rejet all bidsat any ime prir 1 fhg award ofthe % without thereby
mcmrmganyhabllltytotheaﬁ'ectedsupphersor
of the grounds for the purchaser.

ontom%theaﬁecwdmppher

;%‘*Q
_ @‘3'%

-_;"'"“-.4 shail not sublet the contract to any other Firm, in cas¢ of any
niract shall be cancelled and damages will be paid by the bidder and

4‘-" by "-.'
whosebxdhasbeenaweptedmllben%ﬁﬁed fie ask ther*chnserpnortothe
explrauonofthevahdnypenodof@"i by registe®*Work Order letter. This letter will
smtethesumthaithel’nrchasgz, thdgpppli u; consideration of the supply, installation

and commissioning of the pyghe supplic ds prescribed by the contract. The written
notification of award will constitiiE< iation of the contract. The successful Bidder will
beawnrdedthecunnmforﬂmwoﬂ: all be liable to sign a Contract Agreement with
detaﬂedworkasmgnmmtands “Conditions of the contract within 14 days of issuance
of Work Order.

Assigament Duration é"”
The @rtﬁemplyofhmsedsoﬁmshnﬂmtﬁoeedmdnﬂﬁomthe
issuance of Purchase Order.

The deployment for the supply of licensed software shall not exceed 30 days after
license.
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Ministry of Foreign Affairs

Penalty

If deployment is not completed within 30 days after issuance of work order by the
successful bidder, penalty amounting to Rs 10,000/ per day may be charged.

If the vendor/supplier does not provide support within 24 hours of notification from
charged.

Paviment Terms:
The payment will be released only @%1 SVerified by the Tecknical

Committee or Engineer in Charge. The fgg release of payments.
Softw
Software & i;
85% payment of m@a’}e‘ i 'hve the complete deployment including
migration activity. R IS‘ZQ\ will be released according to the
following schedule. g %@fg

Remaining Payment ;%
e P t &\3@

5% payment of x jject will be released after completion of 1 Year from the date
of completion g Pl

5% pa: ‘ﬁ%’t‘tﬁeprojectwiﬂbereleasedaﬁwmmpl&ﬁononYmﬁnmthedate

of completion of deployment. . ﬁj‘}n
5% payment of the project will be released after completion of 3 the date
of completion of deployment, ; jie- 2
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Ministry of Foreign Affairs

SECTION ITI
Technical Specifications, Deployment & Support

Technical Specifications

Required features of Kaspersky End Point Protection XDR solution to m}oyed

Moust have features

Compliance

Defense for PC, Limux, Mac, Android, 108 %

Defense for application and terminal servers

Must have mobile device management in same %ﬂ@ﬂe m&befense

Apphcauon,Web&DenoeContmlsforPC&\“” &y
> ;‘3‘-"‘ Sy oh

‘Adaptive Anomaly Control an¥'t

—

— NS OO~ O ) | e I

The solution must be on On-pre

)

Encryption and OS-built-in ' y@ﬁagemem, Encryption must be offered
without using any third-party

—
—

Advanced SIEM integration, OS &’third-party software installation

—
~

Support for Windows 10, k and Redhat (Linux), MAC, Android and Apple
10S support.

I3

Exceptional endPo‘ '
identify, analyze.gnd neutralize evasive threats the solution gives affordable, user-
friendly detection and response tools that go beyond endpoints, as well as

onhnelearmngplmfonntomseﬂ:esecmtyawammofemployew ﬁg‘% |

Ffotection and automatic response capabilities that help

14

Support Industry-proven, ML-based anti-ransomware and ann-malw%'ﬁ)ols

15

prevent infections from known and unknown threats.
Vulnerability assessment & Exploit Prevention <& aﬂ{

16

Avoid business disruption with automatic p ra«-‘é
ML-based anti-ransomware and anti-
lmowu and unknown thmats

17

18

mdsnghtﬁomﬁle NTOod .t1_"-§-“ sand
Able to view root Cause Anal¥sis, Syehts g
events caused by malwere.

19

RN
EndPomtussspredwnvealgumhms, @h‘mg,nmmlnetwoﬂm,smﬁsﬁmlmodn!s
and expert algorithms to boost speed and improve accuracy

20

21

XDR have integration with End

23

XDR solution frayide mms of remote remediation via agent (File block process
kill, preventing particular files from ranning /opening e.tc.




Ministry of Foreign Affairs

Deployment & Support 24/7
Description Compliance
1. Installation of software on all pe/laptops/servers will be carried out by the bidder
5 Bidder will be responsible for smootl/ emor free running of the solution and an
integrated / unified security management solution for efficient & secure operation, .
5 | Bidder will be responsible to atrange recourses/ieam for deployment of software | G-
on all pc/iaptops/servers. @
4 Btddermllberesponm’blemmcenua]uedmmgmmambom
bmldmg!DRsm-verandoﬂlmaservawﬂmmmyneed of
5 e *
6
7
8
9
10
11
§2
13
First Complain if the call is not resolved Landline Phone A E
*within specified Response time* e ¥
(6 Hours) _ N
LEVEL-2
Second Complain, if the call is attende
*Specified Response Time® and not Xt
the problem still unresolved even %" X
at Level-1 |
(24 hours)
@ (CEO or IT head of
4 the firm)
Second Complain, if the callfsit within Landline Phone
*SpeclﬁedRcsponseT' g notattmchadlor
meproblemstillunregg even after complaining Email
Level-2 Cell
Note: Ensure that no column above Is left blank




Ministry of Foreign Affairs

Name of the firm: &x@% ’

Authorized person:

Signature:

ECTION IV
of End Point n Software
of es
S/No. Description Qty Total Cost

License renswal on premises Kaspersky Antivirus End ﬂ%‘l
1 | point security for Business (Advanced) with XDR | 1000 Q‘«-

NEXT and Sandboxing. (3 Years License). users

Including the deployment, training and 3 Years W A SR D

. ot
Total Cost ) o




Ministry of Foreign Affairs

Eli C

In continuation of instructions to bidders initial assessment/ scrutinyof Bid, p, be done
on the basis of following parameters:-

I NTN & GST Certificate.
2. On Active Tax Payers List of FBR. %@

3 Regmtratmn/lncorporat:on/&m% ‘%E
4. Complete Company pro%w ,

5. ﬁeblddﬁShOMdheK@@amgmmmﬁﬁmmlshmabﬁ/
Rawalpindi

6. Afﬁdawtonlegalpaperto ectﬂ:atnotblack]mtedandrenderedmehgibleforcomxpt
5 Government (F ederal, Provincial or Local) or a public
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Ministry of Foreign Affairs

1ANNEX:B}
Jechnical Evalaation Criteria:
Category Deseription Marks ¢ Reference
Erid
OEM Partner with OEM 10 Points (bmk-up) ted at Page No
Partnership Partnership Please attach a valid a@ of Bid.
partmership letter Must (Relevant attach a valid
partnership letter)
MAL Letter | Manufacturer Authorization le%@‘? Placed at Page No
of Bid.
(Relevant attach a valid
&Qﬁ participation letter from the
& principal)
Project Relevant Projects of EndPoii Qi P Placed at Page No
Details deployment of 100 or mére 5 or more projects =5 | of Bid.
completed in last 3 years re 2 to 3 projects =2 (Relevant decuments
with documentary proof. &8 attached)
Pakistan Pakistan Security Standg.rci?ﬁSS) 15 Points (break-up) | Placed at Page No
Security compliance @, Yes = 15 Marks, of Bid.
Standards %@ No =0 Marks (Relevant compliance
(PSS) certificate attached)
Certificate of | The biddéh. miist provide a certificate of | S Points (break-up) | Plaggdat PageNo
conformance | conformancé that there are no backdoars, | Yes = 5 Marks, agxe
cavesdropping, or remote access | No=0 Marks ¢ levant Certificate of
mechanisms in their offered + ¢ conformance on stamp
product/solution. paper required)
« l!
- v@@" %\ s
NOTE: Any identified avenug L %-
unauthorized access or data les "x Y‘l@ "’L
result in contract cancellziol @ %_
blacklisting of the firm. m% Re
Certificate of | Firms must attach v cortifibates “%‘Polnts (break-up) |Placed at PageNo
Satisfactory/g | sood/satisfactory ' i 1 marks for each of Bid.
ood projects of end point protecti certificate from client(s). (Attach relevant
performance . Max = 5§ Marks certificates/letters)
Support Proposal provides i) 24x7x365 | 5 Paints (break-up) | Placed at Page No
helpdesk/TAC/on  site ﬂ%’“ 88 per | Attached =5 of Bid.
compliance sheet @a} & Not Attached =0 (Affidavit on stamp paper
required)
Certified End point Teg@#ical Engineers with 10 Points (break-up) | Placed at Page No
Engineers Certified-Kapersky certification Two or more = 10 of Bid.
One=4 (Attach the certification)
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Ministry of Foreign Affairs

Compliance | Compliance with the technical BOQ. Mandatory Placed at Page No
5 Points (break-up) | of Bid.
Yes=35 (Compliance on letter head
No=40 of the company)
Staff Technical Staff (IT/Cyber Security) | S Points (break-up) |PlacedatPageNo
information/ | workforce in Istamabad. Technical Team | 10 or > employees =5 | of d -
Company members details/ Hierarchical Structure of | 6 to 9 employees=3 |, h team educational
Structure company along with degrees/professional | 4 to 5 employees = 1 ‘i@ documents and
certificates/diplomas etc Y certifications)
Years of Detailswithpmofofnumberofyearsof Placed at Page No
Experience of Bid.
{Relevant documents
attached)
Local Placed at Page No
Presence of Bid.
Yes=35 (Attach supporting
; No=0 documents)
Active Tax Firm must be on the Active tax Tist Mandatory Placed at Page No
Payers of Federal board of Revenu% 5 Points (break-up) | of Bid.
%\ Yes=35 (Attach active tax payers
No=0 list verified printout)
Tax 5 Points (break-up) | Placed at Page No
Attached both F.Y of Bid.
retums = 5 (Income Tax and Sales Tax
One return attached =2 of F.Y. 2023-24
None =0 * and 2024-25)
ISO Relevant 1SO Certification of the atPageNo
company [ of Bid.
(Relevant documents
attached)
Financial Financial Strength of the Placed at Page No
Strength provide Financial stateme of Bid.
Turnover of FY 2024-25 (Relevant documents
attached)
Mazx Marks 100

‘ﬁ%

Page 13 o 16




Ministry of Foreign Affairs

JANNEX-C}
EV. ON

1. Detailed Technical Evaluation will be done for bidders who clear the Minimum Eligibility
Criteria given in Annex-A. &

2. Technical Evaluation will be carried out as per Technical Evaluation Cefjdkik given at

Annex-B. fg\\ ﬁ § R

3. Financial bids of technically qualified firmeysill hfbostled:

FINAL EVALUATI J qQ-

The Bidder which is techni q@mﬂﬁﬁtbﬁd&m&mnﬂbﬂwﬂ&mﬁﬂ
winner of the tender.

STt
@ *
4 9°
&% ®
£y
&P
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Ministry of Foreign Affairs

a) Name of the Firm:, Lo M v e
b) Sales Tax Registration ij;er:&p @hed)g;;@ |
¢) National Tax Number (gﬁr @m)

d) Description of the work wmc%m% isboing
submitted:

B

Sty

q
e) Previous Experi

f) Amount njﬁiﬁg?mty : f: ]

g) Number and date of Pay Order attached: 8"

- ’5,;»
h) Cost of Tender: (if applicable): @;@ s Q—“‘?g
% .

i) Cost per unit (if applicable):
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JANNEX-E}

Each bidder will submit an undertaking on stamp paper regarding accuracy of information
provided. The sample is given below:

UNDERTAKING

Itucmﬁwmmmmmnmwm@dasmthe@%ummmm
and correct and nothing has been concealed gr-yi PO

We have gone through all the condifg _f-:“ and are liable to any
legal action for furnishing false 'm i
‘Q’Z{% ’ T N3
", 3@ SIGNATURE
Q}% WITH STAMP OF THE FIRM
ke
x 3
Date: @%éb
R .
@‘b
@éﬁ{b\ P #CL
‘i‘*@%ﬁgﬁ'%@%ﬁ v
A o aR
G g
| %@ @3‘?’
5@»
%%
@
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